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Legal and Security Checklist

Complete this checklist to ensure that you have covered the majority of legal and security issues. 

Action any points that you mark ‘No’.

	
	Yes
	No

	· Check your website content, removing any potential copyright material
	
	

	· You have a newsletter policy saying no personal comments should be made
	
	

	· All content on your site is your own work
	
	

	· Any content by other people has been acknowledged
	
	

	· You have confirmed that you own the look and feel of your web site
	
	

	· You own your own domain name (it is registered under your name)
	
	

	· You have checked who has hyperlinked to your site, and asked to be removed from those you disagree with
	
	

	· You have asked permission to be linked to all hyperlinks
	
	

	· You have a privacy policy clearly stated on your site 
	
	

	· Your staff understand your privacy policy and its implications
	
	

	· Confidential information such as staff files and customer information are password protected on your computer
	
	

	· You are complying with all the NZ tax laws
	
	

	· You have a security policy clearly stated on your site
	
	

	· You use a secure server for credit card transactions or sensitive information
	
	

	· You have an in-house email policy concerning confidential and personal information
	
	

	· You encrypt highly confidential emails
	
	

	· You run up-to-date anti-virus software
	
	

	· You have an in-house virus policy 
	
	

	· All staff are aware of the dangers of viruses and how to lessen the risk of infection
	
	

	· All staff passwords are good ones, and not written down
	
	

	· You business data is backed up daily as a minimum
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